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Securing the Future:

Vetting Al Solutions for

Privacy and Security Risks

Presented by: Dave Vetuschi




Session Overview

* Understanding Al-Specific Risks & Mitigation
Strategies

* The Role of IT leaders in Solution Selection
* Importance of Al Privacy and Security

* Vetting Tools

L a
e 4 )
RIS "
R &
R A
S e s

INSURANCE GROUP




First some food for thought

* Define a clear understanding of the business objective

— Take into consideration processes, governance and policies as
possible solutions first before trying to find a technology to solve
the objective

* What can | do with AI?
— What can you build with Lego?

* Do you know where your children are?

— Do you know where the data about your children's whereabouts are stored?
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The Rise of Al WAR in the Enterprise

* Key Drivers of Al
— Simplicity
— Automation

— Customized and auto adaptiveness

* Al Phishing Tools and Bot integration
— FraudGPT, WormGPT
— AkiraBot

* Al Email Filtering
— IRONSCALES, Barracuda

— Cisco Al-Defence

* Al Specific attacks

— Occupy Al
— SugarGhOst Rat
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Usim a mixinuan rueb.nnted as MSoRa-reaty, LLLM— QLlLoRa GPT-NeoX
from transformers fmportformers
AutoModelForCausalLM, AutoTokonizer, TrainingArguments, Traner
fron datesetet [(oad dataset
prepare_model_for_kbit_training, LoraConfig, get_peft_model

1 Load base s model and tokenizer
Understand your Al Model R R

model = AutoModelForCausallM, from_pretrainemprimmant)

model = prepare_model_for_kbit_training(modal_mame ='Misstrai-78)

Where is the input & output stored? . .
71 Propare for QLoRa training

— Most cases vioIating HIPAA. GDPR. PIPEDA modal = prepare_model for_kbit_trainining(model)
I U
Apply LoRa for parameter-efficient fine-tuning

lora_config = r=8, lora_alpha=16, ['d_prol". 'v_projl,

* Are logs available through the Al model?

lora_dropout=0.05, bias ="'none', task_type =
task_type = 'CAUSAL_LH) lora_config

* |s the learning algorithm input and

4 Load and preprocesss dataset

Output encrypted, SECUFEd and pr|Vate'p dataset = load_dataset("Abirate/englisglish_quotes")
function tokenize(sample)
° IS |t LLM or GAl return tokenize(tokenize( [quof=]),trunctation=true, pading="'max
length=128, max_length = 128
— LLM'’s tokenize the inpute tonkinized = get_peft_model(/Ltmlum)

— LLM’s When user says A, than respond B 5 Define training arguments
 Correct if incorrect, add the correction of what B should be training_args = TrainingArgume.nits
output_dir="'_./results'

— GAI are context aware and primarily for photo, AV per_device_train batch_size=2, num_train_epochs =3

save_steps =500, logging_dir="'/.logs"'
fpi6 True

optim = paged_adamw_8bit
save_total_linit= 2

LFiia. Start training trainer.save_model. ("/1lm-finetuned")

M |
-h:} Lawrle tokenizer.save_pretrained ("/1llm—finetuned")
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Al-Specific Privacy and
Security Risks

e Data Leakage
— Violating HIPAA, GDPR, PIPEDA

e Model Inversion Attacks

— APl based reconstruction

e Shadow Al
* Deepfakes and Al Hallucinations

e Supply Chain Compromise

—2021-2023 Microsoft malicious Al
packages “torchtriton,tensorboardx”

e Supply Chain Compromise

— Malicious Backdoor & vulnerabilities
* DAN Mode

* Poisoned training data
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Mitigation

* Validate and hash-check all third-party Al models and datasets

* Use secure model registries with signed artifacts (e.g., MLflow +
Sigstore)

* Regularly audit dependency trees

— Monitor usage and input and output

* Even using another secured Al to parse the logs

— e.g., using pip-audit, safety, or DependencyTrack.Monitor for trigger-
based behavior in Al model outputs (via red teaming and adversarial
testing.

* Use SBOMs (Software Bill of Materials)
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Epic Al Failures

ChatGPT 40
a ChatGPT 40 >
ChatGPT 40 > WHY WASNT IT PART OF THE LIST

* ChatGPT 40 Product research failures o

And why isn't rivian part of the list
with there r1s, R1's and r2 if asked The Rivian R1T and R1S were initially excluded

| asked to expand the list remember.

. from the expanded list due to the following
. cya . to expand the list? i
— Biased output omitting Tesla because it was luxury <
. . . . . . . ; . Apolbaies oriheeatieroversiaki. Uioon 1. Classification Bias Toward On-Road
* Included Luxury which then omitted Hyundai loniq an Kia EV6 GT Apologies for any earlier oversights. Expanding the pologies for the carier overs ST Pon Performance EVs
list to include all high-performance electric pANcng IS ISR rpe aF MEN=poriarmeanes « The first list expansion prioritized on-road-
“, .- ” vehicles with dual, tri, or quad-motor BIEEHie YSRGS Withslz], &) APqisd-Ristor focused performance EVs, such as the Tesla
_— EXCI u d ed FO rd M acC h - E GT by m |Sta ke configurations priced at or below $120,000 CAD, Model Y Performance, BMW iX M60, and

configurations, priced at or below $120,000 CAD, the Rivian R1T and R1S should indeed be Polestar 4.
here are some notable models: considered. - Rivian's models are often classified as off-

-~ EXCIUded RiVian Rl because it assumed / — road adventure vehicles rather than pure

performance SUVs.

- However, given their sub-3.5-second 0-60
mph times, they clearly belong in the
performance category.

* Gemini Not knowing basic geography and spelling

#, Copilot
r Work Web New chat
v Pradictable NHL Playoff Standings © 2 @ e

I'll now generate an updated image with these teams populated in the bracket.

— Make me a map of the world with lines coming from Canada ' i R o -

B Editin Pages - O copy B ¢y @ Argenerated content may be incorrect
7z 0 e

Ontario to other countries around the world

This is incorrect. Boston is not even in the image | sent and niether is Seattle.

¥ copilot

| apologize for the mistake. Let's correct the bracket based on the image you provided:

NHL
PLAYOFFS

Western Conference:

e Co-pilot not processing inputted data correctly

— Predicting Boston and Seattle in NHL standings

* Grok malformed output of images

— Making up teams that don’t exist and duplication
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Mitigation ‘Policies & Governance’ Playbook

 Establish Oversight Committees

— Ensure resources for ongoing auditing

* Implement Governance Frameworks

— Ensure users scrutinize the output

* Do not use it as outputted without review

— Use Al for subjects users have knowledge about
* Monitor Interactions

e Regular Simulations and baseline verification testing
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Security & Privacy Vetting Checklist

Data Collection Practices

Data Retention and Lifecycle Management

Data Encryption

Security Stack Evaluation
* Anonymization and Tokenization
* User Consent Flows

 Control Data Access
— Support for SSO and MFA

* APl Security

* Dependency Scanning

R 41
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Area

Al Supply Chain Threats

Dependency Risk

Model Integrity

Data Governance

Continuous Monitoring

Risk Management Alignment

CISA and NIST Security Guidance Summary

Summary

Highlighted risks of using

external or open-source Al
models that may be

maliciously tampered, contain
backdoors, or use poisoned
data.

Warned against over-reliance on

unvetted third-party libraries,
APls, and data sources.

Advised use of model

provenance, cryptographic
signatures, and SBOMs

(Software Bill of Materials) for
Al components.

Urged strict policies for data
labeling, ingestion, storage,
and monitoring, especially to
avoid bias and poisoning
attacks.

Recommended Al-specific
threat detection, audit logging,
and runtime behavior
validation of deployed models.

Encouraged use of NIST's Al

Risk Management Framework
(Al RMF) as a standard across

federal and critical
infrastructure sectors.




3 Approaches to technology s

e 1. Adopting technology too quickly & recklessly
— Unknown risks associated
— Shiny new toy losses luster
— Legal Liabilities
— Wasted investment with no ROI
— Often identified by

“Why isn’t it done yet.”
“Just do it.”

Jumping in and figuring it out

e 2. Structured approach
— Evaluate, vet and filter based on structured logic
— Staged deployment with strategic steps to the end goal

* 3. Resisting change
— Behind the competition
— Still doing things the “old” way
— Clunky, time-consuming processes
— Reluctant or resistant to look at faster innovative ways doing things

— Often identified by
* “Ohldon’tuse that!”
* “ldon’t know how, Wasn’t trained on that.”
* “I'm too busy. It’s too complicated”
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The Infinite Advantages of Al Solutions

Al enhances efficiency by automating repetitive tasks
Improves decision-making with data-driven insights
Facilitates predictive analytics for better planning
Enables personalized customer experiences and services

Reduces operational costs through optimized resource
management

Detailed product sourcing and comparison
Programming and code design

Marketing and content for marketing

Presentation development “Just like this presentation”

Anytime there’s large amounts of data that need to be analyzed
or refined

Better than search engines “as long as you set the context”

Analytics of Audio, Visual and even facial recognition
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Sample Security & Privacy Vetting Checklist

Mandatory Vendor Selection Criteria

Company ChatGPT Microsoft Co-Pilo]Grok Deepseek Adobe AssistiTango Scribe Claude Read.ai ASC Al Teams Premiun

Criteria (Yes/No/NA) (Yes/No/NA) | (Yes/No/NA) | (Yes/NofNA)| (Yes/No/NA) (Yes/No/NA) (Yes/No/NA) (Yes/No/NA) (Yes/No/NA) (Yes/No/NA) (Yes/No/m
Data stored in Canada? Mo Yes No Mo No No No No MNo Yes Yes
Cross-border data transfer encripted in transit and at rest (if exception made) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Vendor complies with Canada Legeslation (IE. PIPEDA, including consent, breach
notification, retention policies) Yes Yes UNKNOWN UMENOWN  Yes Yes Yes UMEKNMOWMN  Yes Yes Yes
Encryption of data at rest and in transit Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Multi-factor authentication (MFA) available Yes Yes Yes UNKNOWN  Yes Yes Yes Yes Yes Yes Yes
Role-based access control (RBAC) in place Yes Yes Yes UNKNOWN  Yes Yes Yes Yes Yes Yes Yes
Vendor complies with CASTLE (opt-in consent, unsubscribe mechanism, no
deceptive content) "IF EMAIL APPLICABLE" NA NA NA NA NA NA NA NA MNA NA NA
Legal agreements include data protection, Cyber Insurance & compliance
guarantees Yes Yes UNKNOWN UNKNOWN  Yes UNKENOWN  Yes UNKNOWN  UNKNOWN UNEKENOWN  Yes
Nice-to-Have Vendor Selection Criteria

Criteria (Yes/No) (Yes/Mo) l“::fwn} (Yes/No) (Yes/No) (Yes/No) (Yes/Mo) (Yes/Mo) (Yes/No) (Yes/No) (Yes/No)
S0C 2 compliance Yes Yes ,'_'LJGWN UNKNOWN  Yes Yes Yes Yes Yes UMKMOWMN  Yes
I1SO 27001 compliance Yes Yes lUNHNGWN UMEKMNOWN  Yes UNKMOWN UNKNOWRN Yes UNKNOWRN UNKMOWN  Yes
Isolated proccessing environment Yes Yes UNKNOWN UNMEKNOWN  Yes UMKNOWN  UNKNOWN Yes UMKNOWN Yes Yes
MIST Cybersecurity Framework alignment (e.g., NIST CSF, 800-53) Yes Yes UNKNOWN UNMEKNOWN  Yes UMKNOWN  UNKNOWN Yes UMKNOWN UMENOWMN  Yes
CIS (Center for Internet Security) benchmark adherence Yes Yes UNKNOWN  UNKNOWN Yes UNMKNOWN UNKNOWN UNKNOWN  UNKNOWN UNMKNOWMN  Yes
Vendor has a strong market reputation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Solution is scalable and integrates with existing systems Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Flexible licensing and cost structure Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Conducts regular security audits and penetration testing Yes Yes UNKNOWN UNKNOWN  Yes UNMKNOWN  Yes Yes UNKNOWN UNKNOWN  Yes
Pilot deployment possible for evaluation Yes Yes UNKNOWN  UNKNOWN  Yes Yes Yes Yes Yes Yes Yes
Canadian-based support and service MNo Yes MNo MNo Mo No MNo MNo No No Yes
Incident response plan and breach notification processes exist Yes Yes UNKNOWN  UNKNOWN  Yes Yes Yes Yes Yes Yes Yes
Regular audit readiness and testing (aligns with NIST AU-6) Yes Yes UNKNOWN  UNKNOWN  Yes UNKNOWN UNKNOWN Yes UNKNOWN UNMKNOWN  Yes
Security assessments performed prior to onboarding (aligns with NIST CA-2) Yes Yes UNKNOWN  UNKNOWN  Yes UNKNOWN UNKNOWN Yes UNKNOWN UNMKNOWN  Yes
Client Lawrie owns all data and has control over data and permissions Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Cost per year for total amount of licences 5240 (ChatGPT P|Varies (bundled w 5192 (X Premiu Free (open-sa Varies (Adobe $240 (Pro, per 5276 (Pro, per user) Varies 5180 (Pro, per user) Varies Varies (Microsc
Estimated total cost savings/ROI it would provide total hours per year. Varies Varies Varies Varies Varies Varies Varies Varies Varies Varies Varies
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Wrap-Up & Q&A

* Vet Deeply

 Align Policies Across Teams
* Eliminate Shadow Al

* Continuous Re-evaluation

* Key Takeaway: Be Proactive
* Encourage Questions

 Foster Discussions
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Resources for Leaders

* National Institute of Standards and Technology
— NIST Al Risk Management Framework
— https://www.nist.gov/itl/ai-risk-management-framework

e Cybersecurity and Infrastructure Security Agency
— CISA Al Security Guidelines
— https://www.cisa.gov/ai

* Open Worldwide Application Security Project
— OWASP Top 10
— https://owasp.org/www-project-top-ten/

* SOC 2 Compliance for Al

— https://www.compassitc.com/blog/achieving-soc-2-compliance-for-
artificial-intelligence-ai-platforms?utm source=chatgpt.com

* Al Governance Alliance

— https://initiatives.weforum.org/ai-governance-
alliance/home?utm source=chatgpt.com

* ISO/IEC 23894
— https://www.iso.org/standard/77304.html?utm source=chatgpt.com
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https://www.nist.gov/itl/ai-risk-management-framework
https://www.cisa.gov/ai
https://owasp.org/www-project-top-ten/
https://www.compassitc.com/blog/achieving-soc-2-compliance-for-artificial-intelligence-ai-platforms?utm_source=chatgpt.com
https://www.compassitc.com/blog/achieving-soc-2-compliance-for-artificial-intelligence-ai-platforms?utm_source=chatgpt.com
https://initiatives.weforum.org/ai-governance-alliance/home?utm_source=chatgpt.com
https://initiatives.weforum.org/ai-governance-alliance/home?utm_source=chatgpt.com
https://www.iso.org/standard/77304.html?utm_source=chatgpt.com
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